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1. HEJIX OCBOEHUS JUCLUAITJIMHBI

1.

Ju—

Henp n3yaenns qucnuminHbl « THDOpMaIioHHas 0€30MacHOCTE) - 00ydeHne TPUHINIAM 00ecTIedeH s
“HGOPMALIMOHHOM 6€30IIaCHOCTH TOCYAapCTBa, MOAX0AaM K aHaJIU3y ero HH(OPMAIIMOHHON HHGPACTPYKTYpPHI U
PpelIeHuIo 3a/1a4 oOecnieueHnst THQOPMAIMOHHON O€30ITaCHOCTH KOMITBIOTEPHBIX CHCTEM.

2. MECTO JUCIHUIIJIMHBI B CTPYKTYPE OOII

Hukn (paznen) OOIT: | OT/]

3. KOMIIETEHIINU OBYYAIOLIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI AU CIIUTIINHBI
(MOJYJIS)

YK-1: Cnoco6eH ocymiecTBJIATH KPUTHUECKHIT aHAJIN3 NMPOOJEMHbIX CUTYallMii HA OCHOBE CHCTEMHOI0 MOAX0/1a,
BbIPA0ATHIBATh CTPaTErulo AeiicTBU

3HaTh:

OCHOBHBIC MECTOAbI KPUTHYECKOTO aHaJIM3a, METOJOJIOTUIO CHCTEMHOTO IMOaAXoaa

OCHOBHBIC MCTO/Ibl HAPYIHICHU KOH(I)I/II[CHHI/IEU[BHOCTI/I, HEJIOCTHOCTHU U NJOCTYITHOCTHU I/IH(I)OpMaI_II/II/I;

OCHOBHBIC IPUYNHBI, BUbI, KaHAJIbI YTCYKHU U UCKAXKCHHUSA I/IH(i)OpMaHI/II/I;

Ymers:

BBIABIIATH l'IpO6J'IeMHBIe CUTYyallH, UCII0Jb3ysA METOAbI aHAJIM3a, CHHTC3a U a6CTpaKTHOl"O MBIIIJICHUA

OCYHICCTBJIATH ITOUCK pCH.IeHI/Iﬁ l'[pO6J'IeMHLIX CHTyaI.IPIfI Ha OCHOBC ﬂeﬁCTBHﬁ, OKCIICPUMEHTA U OIIbITa

IMPOU3BOAWUTL aHAJIM3 SIBICHUM U O6pa6aTBIBaTL IMMOJTYYCHHBIC PC3YJIbTAThI;

Baanerb:

TEXHOJIOTMAMH BbIXOJa I/IS’Hp06J'ICMHLIX cmyaum“[, HaBBIKaMH BLIpa6OTKI/I CTpaTeruu JICUCTBU

HaBbIKaMU KpUTHYCCKOT'O aHaIn3a,

METOAaMH aHaju3a HHPOPMALMOHHON HHPPACTPYKTYPHI TOCYAapCTBa;

4. CTPYKTYPA U COJAEP)KAHME JUCHHUIIVIMHBI (MOAYJIA)

Kon HaunmeHnoBaHue pa3iejioB 1 TeM Bupa 3ansaTuii Cemectp / Kypce Yacos Hurepaxr.
3aHATHSA
Pasnen 1. Mudopmanuonnas Pasnen
0e30MacHOCTh
1.1 HubpopmanrorHas 6e30MacHOCTb B Jlex 1 2 0

CHCTeMe HallIOHAILHOH 0€30II1acCHOCTH
Poccuiickoii ®enepanun.

1.2 HopMmaTuBHO-IIpaBOBbIE aKThI JIab 1 2 0
PETrYIUPYIOIIHE ASSITEILHOCTD B chepe
“HGPOPMAIIMOHHOHN 6€30TMaCHOCTH.

1.3 Hudpopmanmonnas 6e30MacHOCTh B Cp 1 4 0
CHCTEME HAIMOHAILHOM 0€30MacHOCTH
Poccuiickoit ®eneparuu.

14 Harmmonansnsie nntepecsl Poccuiickoii Jlex 1 2 0
Oeneparyu B nHGOpMAIIMOHHOH chepe 1
X o0ecreueHune.

1.5 PykoBozsmye NOKyMEHTBI 110 3aIUTE JIab 1 2 0
“H(pOPMALUU OT HECAHKIIMOHHUPOBAHHOTO
nocryna @CTIK Poccum.

1.6 Haunonaneneie naTepecs Poccuiickoi Cp 1 4 0

Oenepanyu B nHGOpMAIIMOHHOH chepe 1
ux obecreueHue.

1.7 Buns! yrpo3 nHhopMamoHHOR Jlex 1 4 0
6e3onacHocty Poccuiickoit deneparnum.

1.8 KoHTpois pu3rueckoro 1octyma B JIa6 1 2 0
MTOMETICHUS TeJICKOMMYHHKAI[OHHBIX
CHCTEM.

1.9 Buzbl yrpo3 HHPOpPMAIIMOHHON Cp 1 2 0
6e3onacHocTh Poccuiickoit deneparum.

1.10 Hcrounnkn yrpo3 HHGOpMaHOHHO Jlex 1 2 0
6e30macHOCTH.

1.11 TexHudeckue cpeacTBa 3allUuThl JIa6 1 2 0

TEJIEKOMMYHHUKAIIUOHHBIX CUCTEM OT
MOOOYHBIX AIIEKTPOMATHUTHBIX
H3ITy4eHU N




1.12

Hcrounuku yrpo3 HH(QOpMALUOHHOI
0e301acHOCTH.

Cp

1.13

HudpopmanmonHas 6€30MacHOCTb U
HHPOPMAIIMOHHOE TPOTHBOOOPCTRO.

Jlex

®duzngeckas 6€30MaCHOCTh
“H(POPMALIMOHHBIX PECYPCOB.

JIab

Hudopmanronnas 6e300acHOCTb U
nH()OPMAIMOHHOE IIPOTHBOOOPCTBO.

Cp

Oobecmnieuenne HHOOPMATHOHHO
6e30macHOCTH 0OBEKTOB
“HPOPMATHU3ALUOHHON Cephl
rocyaapcTBa B YCIOBHSAX
HHGOPMATMOHHOH BOMHBL

Jlex

1.17

VYnpasneHue npaBaMu MoJb30BaTeNeH Mo
JOCTYIY K HH(OPMAIOHHEIM PECypCaM.

JIab

Obecneyenue nHPOPMALMOHHOM
0e301acHOCTH 00BEKTOB
nHPOPMATH3AIMOHHON cheph
rocyZiapcTBa B yCIOBHSX
UH()OPMAIIMOHHOW BOWHBI.

Cp

1.19

OO01mume MeToasl 0OecreueHus
nHPOPMaMOHHON 0€30MacHOCTH
Poccuiickoit ®eneparuu.

Jlex

1.20

Be3onacHoe MacmTabupoBaHue
KOMIIBIOTEPHBIX ceTel

JIab

1.21

OO01mume MeToasl 0OecreueHus
nHPOPMaAMOHHON 0€30MacHOCTH
Poccuiickoit ®eneparuu.

Cp

1.22

OCHOBBI KOMITJIEKCHOTO 00ecTieueH st
HHGOPMAIIMOHHON 0E30MacHOCTH.

Jlex

1.23

CrenuanbHble TpEOOBaHUS U
PEKOMEHIAINH 110 TEXHUYECKOI 3aIuTe
KOH(pUAECHIIMANBEHON HHpOPMAIUU

JIab

1.24

OCHOBBI KOMITJIEKCHOTO 00ecTieueH st
HHGOPMAIIMOHHON 0E30MaCHOCTH.

Cp

1.25

Mertobl 1 cpencTa o6eceYeHus
nHPOPMaMOHHON 0€30acHOCTH
KOMITBIOTEPHBIX CUCTEM.

Jlex

1.26

IIpaBoBbIe HOPMBI OOECTIEYSHNUS 3AILUTHI
“HGOPMAIHU HA IPESANPUATHI

JIab

1.27

Meronb! 1 cpencTBa ooecredeHus
nHPOPMaMOHHON 0€30acHOCTH
KOMIIBIOTEPHBIX CUCTEM.

Cp

1.28

IIpomexxyrouHas aTTecTanus

3auér

5. ®OHJ]I OIEHOYHbIX CPEJCTB

5.1. KonTpossHbIe BOMPOCHI H 3aJaHHS /I TEKYIIel aTTecTaluu

O1eHOYHBIC MAaTEPHAIBI AJISI IPOBEACHHS TEKYILEro KOHTPOJISI o Aucuuiutiae "MHpopManroHHas 6€300acHOCTE" pacCMOTPEHBI U
0100peHkI Ha 3aceqannu kadenpbl ot 23 ampens 2019 r., mpotokon Nell

5.2. ®oH/1 OLICHOYHBIX CPEACTB A5 IPOMEKYTOYHOH aTTecTAlUH

OHCHO‘{HBIC MaTCpHraJibl U1 MPOBEACHUSA NPOMEKYTOYHOTO KOHTPOJIA MO AUCHUITJIINHE "I/IH(l)OpMaHI/IOHHaSI 6e301macHOCTE"

paccMOTpeHsI B 0J00peHs! Ha 3acemaHuu kKadenapsl oT 23 anpens 2019 r., mpotokon Nell

6. YHAEBHO-METOJNYECKOE U HH®OPMALNIMOHHOE OBECIIEYEHUE JUCHUIIJITUHBI (MOYJIS)

6.1. Pexomenayemast 1ureparypa

6.1.1. OcHoBHas JUTepaTypa

3arnaBue

On. anpec Kon-

J1.1

2014.

AptemoB A. B. - MudopmanmonHas 6€30macHOCTb: Kype Jekiuit - Open: MABUB,

http://biblioclub.ru/inde 1
x.php?
page=book&id=428605

6.1.2. JlonosiHUTEIbHAS JIUTEPATYPA




3arnaBue Dn. aapec Koi-

JI2.

1

Manerun B. @. - MuadopmanuonHas 6€30MaCHOCTD U 3aIIUTa HHPOPMALIUKU: ydeOHOe http://www.iprbookshop 1
niocobue - Mockga: JIMK Ilpecc, 2014. .ru/29257

J12.2

IIpoxoposa O. B. - HNudopmaimonHas 6€30mMacHOCTh U 3aIlUTa HHPOPMAIIHH: http://www.iprbookshop 1
Vueonnk - Camapa: CaMapcKuii TOCYIapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIBHBIN .ru/43183
yausepcuret, OBC ACB, 2014.

6.2. [lepeuennb pecypcoB HHGPOPMALHOHHO-TETeKOMMYHUKAIMOHHOI ceTH "MHTepHeT"

91

Ceparox B. A. Opranusanus 1 TEXHOJIOTHH 3aIUTHI HHYOPMAINH : 0OHApYKEHUE U IPEAOTBPAIICHIE HH(POPMAITOHHBIX
aTaKk B aBTOMaTU3MPOBAHHBIX CUCTEMAX NMPEANpPUATHIL: yaeOHoe nocodue. MznarenbcTBo: M3naTtensckuit foM Beicieit
IIKOJIBI SKOHOMHKH, 2015

22

3arunaiinos, 0. H. Teopus nHGpopManmoHHOW O€30MACHOCTH B METOA0JIOTHS 3amuThl nHpopmarmu / FO.H.
3arunHaiinoB .— M.|bepmus : lupexr-Menua, 2015 .— 253 c¢. — ISBN 978-5-4475-3946-7

33

Hectepos, C. A. OcHoBsl nHbopManorHo# 6e3onacHoctr / C.A. HectepoB .— Cankr-IlerepOypr : M3naTenscTBo
[onuTexnuueckoro yausepcutera, 2014 .— 322 c.
— ISBN 978-5-7422-4331-1

6.3.1 Ilepeyenb mporpaMMHOro odecneyeHus

7.3.

1.1

199:

7.3.

1.2

Microsoft Windows 7 (Open License: 47818817)

7.3.

1.3

Microsoft Office Professional 2007 (Open License: 43219389)

7.3.

1.4

Adobe Acrobat Reader DC (becmmaTHoe nporpaMMHOe 0OecredeHne)

7.3.

1.5

7-Zip (CBoboxnas munensns GNU LGPL)

7.3.

1.6

Google Chrome (Coboxnas munensus BSD)

7.3.

1.7

Visual Studio Community (ITponpuerapHas murieH3us (OecruiaTHas Bepcust))

7.3.

1.8

Flat Assembler (CBoGogHOE MporpaMMHOE obOecriedeHue auteH3uss BSD)

7.3.

1.9

RStudio (Crobonnas nunensust GNU Affero General Public License v3)

7.3.

1.1

Packet Tracer (IIponpuerapHas akageMudecKas JUICH3HU)

7.3.

1.1

GNS3 (IlponpuerapHas akageMuyecKas JULEH3HS)

7.3.

1.1

Snort (CBo6oaHOe nporpammuoe obecrieuenne GNU GPL)

7.3.

1.1

146:

7.3.

1.1

Microsoft Windows 7 (Open License: 47818817)

7.3.

1.1

MsOffice Professional 2007 (Open License: 43219389)

7.3.

1.1

Adobe Acrobat Reader DC (JInniensnst Ha cB0OOOTHOE MPOTrpaMMHOE OOecTicueHue )

7.3.

1.1

7-Zip (JInnensus Ha cBoboxHOE mporpammHoe obecrieuerne GNU LGPL)

7.3.

1.1

Google Chrome (JIurensus Ha cBo60JHOE TporpaMMHOe obecniedeHre BSD)

6.3.2 Tlepeyenb HHPOPMANHOHHBIX CIPABOYHBIX CHCTEM

73.2.1

OnexTpoHHas OubnanoTeyHast cucrema «kOpait» - https://www.biblio-online.ru/

7322

DnextponHast OoubnmorteuHast cucrema KI'V - http:/library-reader.kursksu.ru/

73.2.3

OnektponHas Oubmmoteunas cucrema «IPRbooksy - http://www.iprbookshop.ru/

7324

DrekTpoHHas OmONMoTEeYHas cucteMa «YHuBepcuteTckas onbmmoreka ONLINE» - http://biblioclub.ru/

7. MATEPHAJIBHO-TEXHUMYECKOE OBECIIEYEHME JUCIIMITJINHBI (MOJY JIA)

7.1

JlabopaTopus TEXHHYECKOW 3aIUTHl HH)OPMALIUH,

72

JlabopaTopust mporpaMMHO-aNnapaTHIX CPEACTB oOecreueHnss HHPOPMaLMOHHONM 0e30acHOCTH,

7.3

JUISL TIPOBECHUS Ta00PAaTOPHBIX 3aHATHIH, KypCOBOTO ITPOEKTUPOBAHHS (BBINOTHEHHS KypCOBBIX paboT),
CaMOCTOSTEIBHOM PaboThI CTYIEHTOB,

7.4

305000, Kypckast obmacts, . Kypck, yin. Pagumesa, n. Ne 33, 199

7.5

Mono6mox LenovoC560 — 9 .

7.6

Crenn nadopmarmonHsit 1,4mM*0,9m — 9 mt.




7.7 | ManorabapuTHbIH KaMy(INPOBAHHBIN OJOKHPATOP PabOTH COTOBBIX TeIe(hOHOB U 3aKJIaHBIX YCTPOHCTB — 1 mIT.

7.8 | CenexTrBHBII 00HAPYKHUTEIH IUPPOBHIX pagnoycTpoiictB ST062 — 1 mT.

7.9 | YerpoiicTBo 3ammTh 00BEKTOB HHPOPMATH3AIHMHU OT yTeukn HHpopMarn 3a caer [IDMUH «bmoxaga» — 1 mr.

7.10 | Henuneiinbrii noxatop «bykner-2» — 1 mr.

7.11 | Yerpoticteo MIT—1A — 1 .

7.12 | DneKTpOHHO-ONTHYECKOE YCTPOICTBO Uil 0OHApYKEHUsI TIOObIX TUIIOB ONITUYECKUX YCTPOUCTB «I'panat» — 1 mir.

7.13 | [IporpamMMHO-anmapaTHeIi Komeke «Co6omap» — 1 mT.

7.14 | UM®-3 nmuTaTop MHOTO(YHKITHOHATIBHBIN — | IIT.

7.15 | Monutop XKK-nanens 17 Acer— 1 mr.

7.16 | Ctenn yueOHbIH TabopaTopHbIii koMruieke SDX-0,9 — 3 mit.

7.17 | Ctenn y4ueOHbIH 1abopaTopHbiii kommuieke SDK-6,1 — 4 mT.

7.18 | Crenn yueOHbIN nabopaTopHblil KoMiuieke SDK-7 — 4 .

7.19 | Crenp yaebHslit naboparopusiii komruiekc SDK-1.1 — 6 mT.

7.20 | Crenn yaeOHsIit maboparopuslii komiuiekc SDK-5.0 — 7 .

7.21 | YerpoiicrBo «Cmapt» (Ha 6a3e CKM-21) (Kommiekce orieHkH 3(h(h)eKTHBHOCTH 3aIIUTHI peueBoil HHGpOpManny OT yTeuKn
10 aKyCTHYECKOMY, BUOPOAKYCTHIECKOMY U aKyCTORJIEKTPUUECKOMY KaHajgaM) — | miT.

7.22 | Cuctema aKTHBHOH 3aIUTHI peueBoil akycriueckoi napopmarun SEL-157 "[arpens” — 1 mT.

7.23 | [IporpamMMHO-anmapaTHBIE cpeacTBa 3amuThl HHGopMmanun ot HC/I (DnexTponnslie naeHTH(GUKAaTOPE PyTroken) — 1 m.

7.24 | JTaboparopusiii komiuieke «becripoBoanbie cetn» YII-134 — 1 mT.

7.25 | YKamo3u BepTHKaIbHBIC TKAHEBbIE — | IIT.

7.26 | Konuentparop 24mopt — 1 wmr.

7.27 | apta — 9 wr.

7.28 | Ctoi xomir. — 12 miT.

7.29 | Ctyn — 17 .

7.30 | Hocka ¢ MexaHW3MOM — | mmIT.

7.31 | YueOHast aymuTOPUS ISl CAMOCTOSATEIILHOM PabOTHI CTYCHTOB,

7.32 1305000, Kypckas obnacts, . Kypck, yn. Paaumesa, n. Ne 33, 146

7.33 | Mono61ok MSI (MS-A912) — 27 w.

7.34 | Muon610k Asus, (ET22201) — 13 .

7.35 [ Cron — 61 mT.

7.36 | Ctyn — 162 .

7.37

7.38

8. METOAMUECKUE YKA3AHMNS /151 OBYUAIOIINXCS 10 OCBOEHMIO JMCLOUILINHBI (MOLY.JI5)

8.1 Meroanyeckue yka3aHusl 10 OCBOCHUIO TUCHUTUIMHBI (MOIYIIS)

CryneHTaM HEOOXOIMMO 03HAKOMHTLCS C COIep)KaHreM pabodeii MporpaMMBl, ¢ IEISIMU U 3aJa9aMi JTUCIUTUINHBI, €€ CBA3SIMU C
JPYTAMH TUCIUTUTMHAMA 00pa30BaTeIHLHOMN MPOrPaMMBI, METOINIECKUMHE Pa3pabdoTKaMu, UMEIONTMCS Ha Kadeape.

8.2 Yka3zaHus 1Mo IMOArOTOBKE K 3aHATHIM JIEKIIMOHHOIO THIIA

W3ydenue AMCHUIIHHBI TPEOYET CUCTEMATHYECKOTO U TOCIIECA0BATEIbHOTO HAKOIUICHHS 3HAHHUH, TIO3TOMY CTYICHTaM
PEKOMEHTyeTCs TIepe] OUepEIHOM JISKIMEH MPOCMOTPETh IO KOHCIIEKTY MaTepral npeapiaymei. [Ipu 3aTpynHeHusX B
BOCIIPHATHY MaTepualia cienyeT 00pamaThesi K OCHOBHBIM JIMTEPATYPHBIM UCTOUYHUKAM, K JIEKTOPY (10 TpaduKy ero
KOHCYJIBTAIHIA) WX K MPEHOAaBATEII0 Ha 3aHATUAX CEMUHAPCKOTO THIIA.

8.3 YkazaHus 1o NOArOTOBKE K IPAKTUYECKUM 3aHATUSAM TUIIA

«Meroauueckue yka3aHus 10 MOATOTOBKE K MPAKTHUECKUM/CEMUHAPCKUM/ 1a00PaTOPHBIM 3aHATHSM 110 JUCIUILUINHE
«VHpopmannoHHas 6e30MacHOCTb» YTBEPKICHBI Ha 3acelaHnuy Kadeapbl, HaxoasaTes Ha kadeape «[IporpaMmuoro obecrnieueHus 1
aIMHUHHACTPHUPOBAHNS HH(POPMAIIHOHHBIX CHCTEM» B CBOOOTHOM JOCTYIIE TSI CTYACHTOB.

8.4 Meroanueckue yka3aHus 1O BBIIIOIHEHUIO CAMOCTOATENILHON pabOThI

CamocrosiTenbHast paboTa CTyACHTOB BKIIIOYAET B c€0s BBINOJIHEHNE PA3IMYHOTO POJia 3aJaHUH, KOTOPbIe OPHEHTUPOBAHBI Ha
Goiee rIyboKO€ yCBOGHNE MaTepuaa H3ydaeMol JUCIUILIHHBL. 1o Kaxmoi TeMe ydeOHOH AUCIIUIUINHEI CTYCHTaM IPEaIaraeTcs
nepedeHb 3aJaHUH ATl CaMOCTOATEIBHON PabOThI, KOTOPBIE comepxkarcs B « MeTOIUIEeCKHX yKa3aHUAX [0 CAMOCTOSATEIbHON
pabote no auctuuinae «MudopmannonHas 6e30MaCHOCTBY YTBEPXKICHHBIX HA 3aceaHu Kaepbl U HaXoAsATCs Ha Kadeape
«IIporpammHOTO OOECIICUeHNS W aIMIHUCTPUPOBAHIUS HH(GOPMAIMOHHBIX CHCTEM» B CBOOOHOM JOCTYIIE [UIS CTYICHTOB.

8.5 Meroanueckue yka3aHus 1o paboTe ¢ IUTepaTypoi




K kaxoit Teme yd4eOHOM AUCHUILTHHEI HOA0OpaHa OCHOBHAS U AOTOJIHHUTENIbHAS IUTEPATYPa.

OcHOBHas IMTEpaTypa - 3TO Y4eOHUKHU U ydeOHbIE TOCOOHSI.

JlonoHUTENEHAS TUTEpaTypa - 3TO MOHOTpad UK, COOPHUKHI HAYIHBIX TPYIOB, )KypHAJIBHBIC H Ta3eTHBIC CTAThH, Pa3IHIHbIC
CIIPaBOYHUKH, SHIUKIONEHH, HHTEPHET PECypPCHI.

B y4uebnuke/ yaeOHOM ocoOuu ciaeayeT 03HaKOMHUTBLCS C OTJIABJIEHHUEM U Hay4HO-CIPABOYHBIM amapaTtoM, IPOUYUTaTh aHHOTALIHIO
u npeuciosue. LlerecoobpasHo ee nposncTaTh, pacCMOTPETh HILIFOCTPALIMHI, TAOIHIIbI, AUArpaMMel, IputoxeHus. Takoe
TIOBEPXHOCTHOE O3HAKOMIICHHE ITO3BOJIUT y3HATH, KAKHE TTIaBHI CIIEAyeT YUTaTh BHUMATEIBHO, a KaKHe IIPOYHUTATh OBICTPO.
CryneHTy ciegyeT UCTIONB30BaTh CIICAYIONIIE BUIBI 3alUcel IpH paboTe ¢ IUTepaTypo:

KoHcIeKT - KpaTkasi cxeMaTH4ecKas 3aliCh OCHOBHOTO COZIEPKaHMs HaydHON paOoThl. Llenbio sBisieTcs He epenichiBaHue
MIPOW3BE/ICHNS, a BBIBICHUE €TO JIOTHKH, CHCTEMBI I0Ka3aTeTbCTB, OCHOBHBIX BEIBOJIOB.

Te3ncsl - KOHIIEHTPUPOBAHHOE M3JI0KEHIE OCHOBHBIX MOJ0KEHHI MPOYNTAHHOTO MaTepuaa.




